Westernacher Mediator

Business Integration built on a Service-Oriented Architecture

Westernacher Mediator is an implementation of a service-oriented architecture (SOA) with a strong
architectural vision that radically simplifies the integration of processes and data.

All important interrelationships for system and process integration are abstracted to a higher level.
Common integration rules are mapped to a unifying concept that has its representation in a centralized
integration repository driven by a meta-model. Integration partners are viewed as service providers and
service consumers. This architecture has two goals: it serves both the technical elements and all
stakeholders - the human part of integration scenarios - with accurate and congruent information. Thus,
complexity of system integration is hidden and a self documenting business integration platform is
achieved.

This document describes the physical product architecture and detailed functional components of the
Westernacher Mediator service broker platform.

Product Features

Repository / Meta-Model

Westernacher Mediator's broker engine relies on meta-data located in its repository. Physically, the
repository is either a database or an xml file representation.

Service catalogue This is the nucleus of the service oriented architecture. It comprises all the
services supported by the business integration platform. Services are
classified by service domains such as logistics, human resources etc. to give
them functional meaning and to control them.

During runtime, it provides essential information needed to process and deliver
messages correctly from sending applications to the designated targets.

Service type Message processing is classified in a few basic fundamental patterns:

Push: “one way” messages that do not require an answer on protocol
level. The answer to a push message may be a further push, with no need
to be correlated by the broker engine.

Request / reply: a request from the service consumer expects a reply from
the service provider that has to be correlated by the broker engine.
Reports for monitoring e.g. outstanding replies from service providers
provide lucidity for process management at any time.

The service types can be processed synchronized, in an asynchronous way or
as a combination of both.
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Service version

Services change their meaning and in succession the structure of their
messages needs to be modified. In order to distinguish between different
service versions and sometimes to support their concurrency, the service
version plays an important role in the broker engine.

Service port

Both service consumers and service providers need to be logically connected
to the broker engine. The in- and outbound description “service port” describes
the integration partners’ specific demands - e.g. message formats,
transformation rules, system addresses etc.

Inbound messages need to be mapped to their corresponding service port in
order to initiate further processing. There are several ways to accomplish this:

The sender provides service port information as part of an incoming SOAP
message.

Service port identification is derived from well known inbound formats (e.g.
UN/EDIFACT, SAP IDoc) by standard modules.

The identification of an arbitrary message format is done by a custom
service port mapper.

All service port identification modules are deployed to Westernacher Mediator
as plug-ins. In order to save time, Westernacher Mediator “learns” in which
order those plug-ins have to be executed according to the characteristics of
the inbound service requests.

Addresses
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Each integration partner can have many physical addresses from and to their
business applications. Each address has a unique role that makes it suitable to
act as e.g. a target for payload messages and therefore connects the business
partner with the integration platform. Furthermore, an address can be used to
provide a notification message to sender, receiver or administrative staff.

From a technical perspective, an address can be of type:
aq, file, ftp, http(s), jdbc, jms, medRPC, printer, rmi, SAP-rfc, sms, smtp.

Address type specifics can be added to any address, e.g. time out values for
establishing connections to partner systems.

Address properties can also be adjusted on service port level as well as on
business partner and partner alias level. Thus, the system can e.g. be forced
to process service requests of a particular business partner with high priority
but granting exceptions for particular services or system addresses. Moreover,
address properties may be adjusted dynamically by customer plug-ins e.g.
during message exits. Plug-ins may override repository configuration
according to message content.

Address properties are - apart from client default values — usually bound to the
business partner and its objects, respectively. Moreover, the level mentioned
above may refer to property profiles, declaring a set of pairs of address
properties and values. The profiles are usable across all business partners,
reducing the configuration effort and forcing its consistency.

In some situations fixed addresses and their properties are not feasible,
because the actual address to be used is known during runtime only.
Therefore, Westernacher Mediator allows addresses and their properties to be
specified as expressions with function references to runtime objects, being
resolved during message processing. Thus, e.g. the target address can
depend on the corresponding message properties (e.g. the message- and
service identification or order number). These expressions may be extended
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by customer plug-ins.

Furthermore target addresses can be chosen dynamically from the address
pool stored in the repository. This allows content based address selection via
plug-ins.

A third way to specify an outbound address is to rewrite the target url.
Important use cases are e.g. email or sms broadcasts to recipient addresses
coming from a database via plug-ins.

Of course each address usage takes into account the respective address
properties (e.g. message exits).

Cross references and
reporting

The relationships between all integration objects allow for arbitrary navigation

within the repository. Reports for stakeholders can be generated easily. Since
logging and statistics is written back to the repository, such information can be
related to configuration information.

Event logging

Media Types

Each change of meta data in the repository is recorded in detail. This is
especially important in environments with many decentralized users granted
rights to change repository information. Deploying to the broker engine(s) may
comprise many repository changes. Each message processed through the
broker engine references the “bulk of change” (deploy). Finally Westernacher
Mediator's message statistics reports enable administrative staff to reconstruct
message processing, e.g. “who induced to direct this message to message
queue XYZ?"

Westernacher Mediator's architecture entirely decouples the business view of message processing
(transformation, enrichment, etc.) from physical aspects of the systems to be integrated. In consequence,
customers may almost arbitrarily combine message formats with media types, even switch during message
processing in a consistent way.

Supported media
types

© Westernacher 2007

aq

Oracle Advanced Queuing is an interesting choice as a queuing system
since message processing and database operations can easily participate in
the same respective transaction. Westernacher Mediator supports aq in a
native way. The mechanisms provided work similar to the jms media type
including automatic load adaptation. Moreover, aq supports multiple
consumers queuing.

External Program

Regards an external program as communication endpoint, i.e. external
programs or batch scripts are executed synchronously with the prepared
outbound message. This mode integrates small legacy applications /
message converters into an SOA environment which is usually only
applicable for low message throughput.

file

On inbound, file listener are processing selective data files from configurable
directories. File processing can be ordered by file properties like creation
time, file name or its size in ascending or descending order. Moreover
customers are able to easily extend the ordering algorithm with complex
business rules e.g. based on message content with the aid of plug-ins.
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The listener is able to manage multiple threads to load incoming data files
from the same directory.

Example: A source system sends data files to a particular directory; peaks
occur. The messages may cause contention if they are processed in
sequence, e.g. due to a very complex transformation. If processing order is
of no importance the broker engine can setup — according to the current load
situation — more threads on the same inbound folder in order to increase
throughput.

On outbound files with payload are written with desired code page and

compressed if necessary (mode “create”, “replace” or “append”).

In general, file based message processing does not meet transaction
requirements known from database and MOM technologies. Westernacher
Mediator includes file writing into its scope of transactions thus solving this
issue (s. also “publish/subscribe” and commit groups).

ftp

On outbound, messages can be transferred to ftp servers. Westernacher
Mediator runs as ftp client thus avoiding time consuming file buffering.

On inbound Westernacher Mediator plays the role of an ftp server
processing incoming files directly and synchronously. E.g. an ftp client puts
an EDIFACT file to the broker engine to be sent immediately as an invoice to
an SAP system. The ftp client waits until the IDoc is posted and receives the
processing state as an answer, similar to a transfer to an ftp server’s file
system.

http(s)

Http(s) access to the broker engine is provided by Apache Tomcat Web
Server. There is a SOAP and a servlet access for integration partners.

Generally, http(s) inbound will be processed in synchronous message flows.
However, asynchronous processing can be useful for long running services
and if the service consumer does not need an immediate answer about end-
to-end execution. Asynchronous http(s) processing can be configured e.g.
on a service port level. The consumer will wait only until his inbound grants
are checked and will be notified about the proceeding of service processing.

jdbc

Jdbc enabled databases can be used as a direct target for bulk inserting of
records derived from message content and for the invocation of stored
procedures. The latter may be viewed and used as a sort of “web service”
using its out and infout parameters in request / reply scenarios. Metadata for
jdbc outbound processing is cached to achieve high performance.

A message-driven standard push service is available for downloading
database records from a jdbc source. This mechanism allows non-invasive
publication of data from any jdbc database to subscribers.

jms
As an option, Westernacher Mediator processes messages asynchronously
with the aid of a queuing system. Currently, as an underlying message-

oriented middleware (MOM), Oracle advanced queuing or any other jms
capable products such as WebSphere MQ are supported.

Westernacher Mediator’'s jms listener empties its inbound queues. These
queues are well-known by inbound service port definitions, so there is no
need to name explicitly the queue names for listener tasks.
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If processing order is not an issue, message throughput can be increased by
configuring additional listener threads, specific to inbound queue, and even
during runtime. In case of unpredictable message traffic, queues can be
configured to be self-adjusting according to their load. Thus, new listener
threads are automatically started on increasing message traffic or stopped
on decreasing load.

Queues that are unused for a configurable time are automatically released in
order to simplify administration.

On enqueuing messages customers can specify important properties e.g.
priority, persistency, expiration. By referencing the repository, there is always
a service related global view on the usage of those message properties.

medRPC and message store

Usually communication endpoints are real targets ranging from file systems
to business partners’ SAP applications. In some cases sending a message
to a target system is either not feasible or not sufficient. Thus, Westernacher
Mediator supports plug-ins as a communication endpoint with the so called
media type medRPC. A medRPC plug-in is a Java object with customer
specific operations.

Westernacher Mediator comes with a standard plug-in, which puts
messages into the message store in an uniform format and extends
messages with meta data.

The message store is an area in the repository (or any other database
prepared for this purpose) that is designed to persistently store messages
from or to business partners. Thus the message store is an asynchronous
interface to databases and complements the capabilities of MOM based
messaging with a jdbc based media type. It is a perfect approach for
database centric applications because they communicate using stored
packages, procedures and views.

The message store holds meta data related to message processing and is
seamlessly joined with corresponding runtime statistics. Storable objects are
payload data as well as IO logs, notifications and rejected messages.

On inbound, listener threads receive messages that are submitted by
sending database applications. Each message is associated with a topic.
Topics help to group messages comparable to different message queues
(see media type jms). If required, a topic can be processed in sequence.

Listener threads are able to run a particular topic in parallel mode. The
degree of parallelism can be adjusted according to the current message
load.

Printer

A (network) printer can be used as a target device for a message or its
corresponding notification.

rmi

Remote method invocation plays a big role in distributed computing and is
therefore supported by Westernacher Mediator. rmi provides seamless
business integration of java applications for service consumers and
providers.

SAP rfc

SAP systems can be accessed transparently with SOAP or (more SAP
specific) with plain XML. The third — however proprietary way — is SAP’s
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remote function call:

The broker engine’s listener acts as an SAP rfc server: it receives either an
IDoc or is called from SAP directly — RPC-like — within an ABAP remote
function call, comparable to Java’s RMI. The latter method offers a service
oriented and easy way to ABAP programmers to communicate with non-SAP
systems. Using this functionality, also communication between SAP systems
with a demand for complex transformations can be managed economically
through technologies provided by Westernacher Mediator, s.
“Transformation”.

On the outbound side, the broker engine acts as an rfc client. The rfc
communication is done via SAP’s JCo library.

sms

Using short message service is a common and widespread way of wirelessly
notifying SOA stakeholders via their mobile phones about message
processing, usually used in case of errors. Westernacher Mediator
incorporates sending and receiving sms messages analogous to any other
media type, of course with carrier given limits on message sizes.

smtp

The Listener receives email from any pop3 store that is configured and used
as inbound address and handles text file attachments as well as binary files.
Westernacher Mediator sends payload message as attachments or their
corresponding notifications via mail to the recipients.

Aq, ftp, jdbc, jms, sap and smtp connections are shared in the connection pool to
increase throughput and are automatically closed if they are unused for a certain
time.

Media role
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The media type is bound as a physical property to the addresses of the
integration partner. The role of the address declares the usage of that address,
e.g. a message queue as a target address can be used as a destination for
payload data as well as a container for notifications. Other media roles are
“logging” and “message rejection”.

Usually addresses are related to real systems except those with media type
“medRPC” (as explained above). This kind of address points to a procedure (a
Java object) running within the broker engine. MedRPC addresses can be used
for any media role, so customers can provide their specific plug-ins for a
message target as well as for logging, for message notification and in order to
treat a message rejection.
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Message Format

Independently of the message formats used by the integration partners, Westernacher Mediator operates
internally with SOAP messages, i.e. on inbound of non-SOAP messages there is always a transformation
to SOAP and vice versa on the outbound side. Therefore, all core operations can be done regardless of
the in- and outbound format and all supported formats can always be combined in a “natural” way.

Supported message - ANSI X12

formats . . . .
X12 document structures (transaction sets) are described in XML. This

includes e.g. the segment definitions, their hierarchy, the elements, data
types and their constraints. Based on these descriptions, messages are
transformed from X12 to SOAP and vice versa, without any further need to
write transformations.

Ccsv

CSV data can be grouped; this allows e.g. the processing of a whole file
as a single message. Outbound, the SOAP message is serialized to its
corresponding CSV representation, specifying field delimiter etc. as target
address properties.

UN/EDIFACT

Transforming of EDIFACT documents underlies the same rules as ANSI
X12 processing, i.e. X12 and EDIFACT documents are transformed in a
generic way and in a common procedural manner.

HTML

Similar to generating PDF documents, reporting can be done with HTML
by XSLT driven plug-ins.

IDOC
Format option for SAP tRFC processing.
PDF

Transforming XML into readable and presentable documents is a recurrent
requirement in many EAI scenarios. Westernacher Mediator uses the
power of XSL-FO in its transformation plug-ins to derive attractive reports
for human readers from any message.

RFM

Format option for SAP sRFC processing.

SOAP

Westernacher Mediator’s standard message format.
XML

Any non-SOAP XML.
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Transformation

Transforming into and out of XML, and between incompatible XML dialects is a fundamental part of any

integration process.

Technologies

XSL, Java, XQuery, ABAP, external Programs

The implementation of these transformations is provided to Westernacher
Mediator as plug-ins. The broker engine knows about their location, their
names and their adjusted service ports und ‘jumps’ to transformation rules
during runtime of message processing.

Script based transformation rules are cached by Westernacher Mediator once
they are used. Thus, the execution of e.g. an XQuery script uses a
precompiled object to save runtime. After a deploy those scripts are released
from cache in order to be able to bring changed versions into service.

XQuery scripts can deal with external variables. Their values are bound by the
XQuery processor outside the scope of the query. Westernacher Mediator
provides a set of standard variables (e.g. message id). Java plug-ins may add
arbitrary external variables (s. Plug-ins/Context).

External XQuery functions are implemented as Java plug-ins. They are
resolved by the broker engine. Thus, they are able to provide access to
Repository content and current message processing.

Transformations written in Java “see” the history of message processing and
therefore are capable to make decisions based on message properties.
Moreover they are able (if granted) to partially overrule / extend the
configuration in the repository e.g. by enabling or disabling notifications by a
message exit based on message content or by extending the detection of
message keys.

Java based transformations are done within a particular kind of plug-in, s.
below.

Isolated transformation solutions or legacy programs can be embedded into an
SOA environment. Westernacher Mediator avails their transformation
capabilities via external program (including script) calls. Though this mode
does not yield high throughput, it is adequate in some business scenarios and
saves migration effort.

Distributed processing

Usually, messages are transformed by the broker engines themselves.
However, sometimes there are reasons to partially process transformations on
other systems thus e.g. providing additional computing power. Westernacher
Mediator supports the distributed processing of transformations e.g. via Java
rmi and SAP rfc, see also “Scalability and performance”.

ABAP is a good alternative to XML based methods, if process knowledge
necessary to achieve transformations is located in SAP.

Accounting

Each transformation step can be used in accounting according to the
requesting business partner (see also chapter “Monitoring”).

UN/EDIFACT

UN/EDIFACT transformation to SOAP and vice versa is an integral part of
Westernacher Mediator (see also “Message formats”).

Combining of
transformations
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Transformations are combinable. This enables the usage of generic rules
together with more specific transformations.
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Filtering In- and outbound messages can be filtered based on XPath 2.0 expressions
without including transformation rules.

Schema validation In- and outbound messages can be validated against binding schema
definitions. These checks can be done before as well as after transformation.
Overall, there are four possible “checkpoints” to be configured.

Moreover, four abort levels (warning, error, fatal, ignore violation) enable for
adjusting the quality of the message flow as appropriate. The reporting of
validation violation can also be adjusted according to four levels.

Message Snapshots Message Snhapshots can be taken during processing to facilitate analysis of
issues. They can be created on demand before and after message exits and
transformations, respectively, and inside Java plug-ins at any time.

Plug-ins

Westernacher Mediator supports several types of customer modules for different purposes, e.g. for Java
transformations, for message and listener exits and for enhancing XPath expressions with customer
specific functions.

The plug-ins share common properties. Example: The repository hosts any pair of business partner
specific parameters and values defined by customers. They are deployed to the broker engines and obey
the common rules for metadata (e.g. change log, transaction scope of broker engine).

Westernacher Mediator manages two kinds of context areas for plug-ins: one for message and one for
session scope. Both context areas hold information that is visible across several transformation steps. The
information is written by any kind of Java plug-in and read by Java and XQuery plug-ins. While the lifetime
of the message context is restricted to the processing of a single message, its session counterpart is alive
until next deploy.

The contexts store e.g. external XQuery variables and their values and a set of arbitrary Java objects. The
latter can be saved with a specific lifetime into the session context. Westernacher Mediator removes
objects from session context once they expire.

Example use cases:

- A particular pub/sub service needs additional information during XQuery based outbound processing. A
message exit that is triggered by that service and fired on inbound, retrieves the necessary information
and stores external Xquery variables/values into the message context. Each outbound plug-in uses the
context content for its specific processing.

- Specific information from an external system is needed to process a message. The information changes
infrequently and is expensive to retrieve. Once the plug-in has computed its data and it is stored as an
xml DOM tree into the session context, it gains quick access to that information during subsequent
message processing. Moreover, its computations are visible for all other plug-ins.

Changed plug-ins of any kind can be put into service at any time. Westernacher Mediator comes with its
own Java class loader supporting “hot deploy” for Java plug-ins.

Westernacher Mediator supports distributed processing (see “Scalability and Performance”). The storage
location of plug-ins — as any other kind of customer specific content (like EDI message descriptions) — can
be organized centrally. Each processing node decides if plug-ins are loaded from a central web server or
from the local file system. The central mode facilitates plug-in distribution and forces uniformity regarding
plug-in releases. Due to the caching capabilities, loading from a web server — even over a slow network
connection — doesn’t cause performance impacts.
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Message Exits

In most cases service processing is done based on the lowest granularity, i.e. in case of Westernacher
Mediator based on service ports. Message exits provide a facility for customers to trigger specific
processing due to the fact that e.g. partner A sends a message or anybody requested any service.

Message exits are provided to the broker engine as Java plug-ins. On in- and outbound they react to the
following events:

Integration partner Message from or to a specific integration partner

Integration partner alias Message from or to a specific integration partner alias.

A partner alias is a token (pseudonym) for data transmission (e.g. DUNS
number). Each integration partner can own many aliases.

Integration partner Message from or to integration partner’s organisational unit (geographic
location location)

Integration partner
country

Message that is sent from or is going to be sent to a particular country

Physical system
address

Message from or to a specific source or target system address

Media Type

Message with a given communication technology

Message Format

Message in a given format

Service type

Any push, request or reply message

Service version

Any service request to a given service version

Service

Usage of a particular service

Service domain

Usage of a particular service domain

Broker Host

Message processed by a specific broker engine

Any

Any message

System Events

Message processing induces many events, especially related to system addresses. E.g. a message queue
is opened or a connection to a SAP system is closed because it is unused for a certain time.

In some cases it is important for customers to add specific operations e.g. during establishing a database
connection (applying database session specific properties, customized connection logging etc.).
Westernacher Mediator catches these events and directs them to address specific plug-ins provided by
customers.

Moreover, notifications about system events are important for operating staff. Westernacher Mediator
provides flexible natification capabilities for events, e.g. notifying about exceeding thresholds via SMS or
forwarding particular events to a MOM system in order to integrate external monitoring systems.
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Customer Events

Customers may specify their business specific events in Westernacher Mediator’s repository, e.g. “credit
limit exceeded”. Those events can be thrown during Java plug-in execution. They are written back to
repository and become an integral part of monitoring.

Listener and Threads

The listener processes any inbound message except those that come via http(s). The latter are processed
by a web server (preferably Apache Tomcat).

If necessary, listener instances can be distributed to different systems to achieve better load balancing.
The repository governs which services are supported on which system (see also “Scalability and
Performance”).

An inbound channel is a communication path and, from a technical perspective, it is an instance of an
inbound address. An important property of an inbound channel is the media type (http, rfc, jms, file, smtp
etc.) which binds the channel to a specific communication protocol used by the sender to transmit
messages. Further properties are e.g. particular SAP system, client, user, POP3 box, message queue etc.

The listener’s inbound channels are well known without any further configuration because they are derived
by service port configuration and deployed to the broker engine:

One or more inbound grants are linked to the sender’s inbound service port. They declare which services
can be consumed via which technical way. According to the grants, the listener opens the appropriate
inbound channels to enable integration partner sending real messages. Of course, if a message comes in,
it is checked if the usage is in accordance with the configuration.

This approach enables a business partner to consume a service via different technical ways as well as
consuming many services on the same inbound box.

Westernacher Mediator runs at least one system thread for each inbound channel. The channels follow
changing situations of the integration environment. Example: Disabling a business partner means shutting
down all of its inbound channels. Listener threads can be disabled on user demand or due to automatic
adaptation. Aqg, jms, file and medRPC listener threads are capable to automatically adapt to the inbound
channel’s current message traffic.

Many listener events are forwarded to customer exits in order to enhance processing rules (see also “plug-
ins”). Example: An inbound channel is automatically closed due to exceeding an error threshold. A listener
exit receives this event and notifies operational staff e.g. via email. If the channel is re-opened, another
event can be used for a corresponding notification.

Listener exits can be configured on the level of a repository client or for a particular inbound channel. They
are different from other types of exits that are executed while processing messages because they are
executed also if no messages are present.
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Security

The sender of a message needs particular grants (e.g. as URL Filter) in order to initiate its processing by
Westernacher Mediator. These inbound grants are specified as regular expressions and can be adjusted at
discretion from strong to weak.

Specifying inbound grants depends on the media type the message comes in. Almost any property, bound
to the underlying transport technology, can be used to validate the sender’s authorization for the service
request via the chosen way.

If secure http transport is required - optionally with client authentication providing certificates — integration
partners can be forced to use particular services via https.

If a regular expression is not sufficient to grant message consumption, customers may apply more complex
rules using dedicated plug-ins. Example: Processing a message is only allowed with a valid transaction
number. The plug-in verifies the sender's TAN and denies access in case of any violation.

Another important security feature is the logging of meta-data (see “Repository” above).

Publish / Subscribe

“Pub/sub” is a vital requirement for each integration platform. Westernacher Mediator’s pub/sub approach
is immanent to its architecture, i.e. service ports support the pub/sub concept in an implicit manner.

Commit groups attached to outbound service ports enable Westernacher Mediator to deliver messages
according to consistency requirements of target applications.

The following pub/sub modes have to be distinguished:

Broadcast The sender of a message does not determine its recipients. In this case,
Westernacher Mediator addresses all recipients that own a corresponding
outbound service port with the desired message format and media type.

Multicast The sender labels the recipients. In this case Westernacher Mediator
addresses all recipients with a corresponding outbound service port that are
labelled by the sender.

Throughput of pub/sub services is always an important issue, especially if many recipients need to be
addressed. On outbound, there are many consumer specific tasks like transformations, schema validations
and message exits to be processed. Westernacher Mediator supports two ways for pub/sub outbound
processing:

In sequence (synchronously) or in parallel, i.e. computed by asynchronous helper threads. In contrast to
the first way, the second one is capable to run on multiple CPUs. Even on a single CPU system computing
power is used more efficiently since other recipients can be prepared while waiting for the outbound to
respond. Of course, the asynchronous way works transaction oriented, taking commit groups and change
of customizing during deploy into account (s. Operation  Deploy).
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GUI

Westernacher Mediator comes with a Web based graphical user interface. The GUI enables the
stakeholder to arbitrarily navigate through the repository adding or changing configuration knowledge,
deploying to broker engines and monitoring all activities regarding the platform.

The GUI is the fully integrated single point of access for all Stakeholders to interact with the broker engine.
In almost all cases no additional access to the operating system is necessary. The application is multi-
client enabled thus supporting different environments / scenarios at the same time.

Westernacher Mediator's design provides an integrated view on all integration topics. Consistently, the
integration and business partners are part of the integration community and — if so desired — are able to
monitor their distributed process activities on the internet via the GUI.

The GUI is a Java swing based application developed with Westernacher JEasy.

Monitoring

Supervising message flows is a basic requirement commonly addressed to data exchange platforms. By
construction, a SOA is in principle able to close the gap between defining message traffic and monitoring
its execution. Thus, monitoring becomes a natural ability and not an expensive add-on.

Westernacher Mediator enables monitoring of business integration to be a key element of IT governance.
This is done by collecting a host of service related runtime statistics. For performance reasons, the data is
written back to the repository asynchronously and apart from message flows or, due to process
requirements, as part of the message transaction. The latter case is usually needed to safely detect
duplicate messages (see also “message key").

Westernacher Mediator tolerates intermittent connections to its repository. This fact is of particular interest
if broker and repository are running on different machines in a non-permanent or unstable network. In case
of a broken connection the backlog of runtime statistics is sent to the repository by dedicated threads as
soon as the connection is alive again.

The detail level for runtime statistics can be adjusted for each service port, thus usage of system resources
can be restricted to relevant service usage.

The diversity of information from the broker engine allows for building important functional units like fault
management, message and transformation accounting and comprehensive performance analyses.
Detecting performance bottlenecks is easy; elapsed cpu times provide a reliable basis for performance
analysis, thus helping to clarify matters under a high system load.

Westernacher Mediator reports its statistics selectively to customer modules where the collected
information can be evaluated immediately. Dedicated measures can be induced if performance or
accounting thresholds are exceeded (e.g. notification via SMS). Furthermore, runtime statistics can be
forwarded to external monitoring systems.

Detailed event logging completes the monitoring with operational information beyond those related to
service mediation.

Run time statistics are stored in the repository database for a predefined time. Their retention time can be
configured e.g. on the level of a service version level. The reorganisation covers every statistical object
that is created by the broker’s runtime reporting. Expired messages in the message store are removed
from the system.
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Message Key

Business messages usually come with an identification string relating to the business process, e.g. an
order number, invoice number etc. If desired, Westernacher Mediator evaluates this so-called “message
key” with an XPath expression or in a more procedural way via a Java plug-in and lets the message key
become part of business monitoring.

Furthermore, the message key is suitable for recognizing duplicate messages. Customers decide on the
level of a service version if duplicate messages have to be rejected.

In addition to the message key customers are able to force message uniqueness with its correlation id
(technical identifier).

Problem Tracking

Every system should be well prepared to handle exceptions in a resilient, structured and economical way.
This requirement is of exceptional importance for a SOA platform. Errors during message processing e.g.
caused by service providers or consumers imply non-neglectable costs for the respective integration
partners as well as for the supporting operational staff of the platform.

Westernacher Mediator handles message exceptions in a simple and effective way. It facilitates quick
problem tracking thus minimizing primary and secondary impact and cost.

In case of runtime errors, Westernacher Mediator generates problem tickets dependent on the originator.
The message causing the error is redirected to a dedicated error address (via file, jms etc.) specific to the
inbound channel.

Operating staff of integration partners are enabled to analyse the situation and to have a complete
overview about current and solved problems at any time. In doubtful cases, problem tickets may be
forwarded to any other integration partner participating in the processing of the particular message.

This approach prevents fuzziness about the current state. Different views on problem tickets and on
underlying error cases Yield a clear status report about the platform as a whole as well as e.g. about a
particular service.

Westernacher Mediator's problem tracking is an integral part of the system, ready for use without
additional configuration. If so desired, rejected messages can be processed by customer plug-ins (see also
“plug-ins”).

Test Messages

Production environments frequently demand the ability to deal with test messages running end-to-end
through the systems. This possibility is important since it facilitates analyzing performance and runtime
errors. Usually, the systems involved are able to distinguish between test and productive messages. This
is already positioned e.g. in the UN/EDIFACT protocol.

Westernacher Mediator is able to treat test cases transparently and, moreover, provides simulation
capabilities up to communication endpoints that are not prepared for such scenarios. Thus, customers are
able to test a communication scenario including the complete message flow through the system with
monitoring and forwarding and the technical availability of target systems. Assumed that business partners
are transaction enabled and asynchronous, it is ensured that test messages remain invisible for target
systems and will not lead to changes in them.
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Geographical Perspectives

Large integration partners usually have distributed locations in many countries. In some situations, it is of
particular importance to know e.g. the message traffic between industrial areas. For accounting purposes,
it may be useful to be able to measure message traffic between different locations.

Westernacher Mediator keeps important information about locations of integration partners and
organizational units in its repository and links it with stakeholder data. Combined with runtime statistics,
customers are enabled to even draw a world map showing message flow around the globe.

Scalability and Performance

Http and jms messages can usually cause a high traffic load. Http inbound messages are processed in
different threads working in parallel. Jms and aq messages coming from the same inbound queue can be
processed in parallel if desired. The degree of parallelism can be configured for each single inbound queue
or automatically adjusted according to message traffic.

The adaptation of the listener to message load is not restricted to MOM systems. It is a generic feature and
usable for any suitable media type, e.g. file based and message store based processing.

Connections to databases, queuing systems, ftp servers, SAP systems and POP3 stores are registered
and shared in the broker engine’s connection pool. This takes care of system resources and increases
throughput.

CPU capacity on a single machine is a limiting factor for the throughput of the broker engine. Hence,
multiple broker engines are able to run on a cluster of several machines, collaborating with a common
repository (see also “Listener and Threads”).

There are many ways to scale up distributed service processing: the following subjects enable customers
to distribute their system load to different broker engines according to specific load requirements:

Scale subject Example use case
Service version Particular service versions are processed by selected broker engines.
Service domain Run logistic services on two dedicated broker engines, the rest on three

other engines.

Business partner Operate one or more business partner on a dedicated broker engine in
order to separate their load from partners causing high volume. Of course,
all are able to consume the same services.

Business partner alias  Like above, however business partner(s) are differentiated by aliases used
for message exchange.

System address Associate a particular SAP system to a dedicated broker engine.

Media Type Separate MOM processing from connections to SAP systems and from the
rest.

Message Format Setup a dedicated EDIFACT engine, opening only those channels that are

expecting EDIFACT messages.

The subjects above may be combined arbitrarily. Of course, these regulations are an integral part of
repository configuration and broker engines interaction without any need for external “wiring”.
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Complex transformation tasks may challenge the available computing power especially in large
environments. Westernacher Mediator's distributed processing capabilities increases performance by
shifting transformation steps to other computer platforms if necessary.

In contrast to http(s) inbound, the complete message processing based on MOM systems can in general
be distributed to several broker engines, usually in order to balance load on a message queue. This
capability is immanent to MOM systems - due to asynchronous communication - without any need to
provide additional functionality by the SOA platform.

Moreover, Westernacher Mediator applies these automatic load balancing capabilities to http(s): On high
cpu usage, http(s) messages are forwarded to those broker engines that support the service according to
the rules above and have sufficient cpu capacity available. This feature can be configured in different
ways, e.g. it is applied only for specific service versions.

Balanced priority configuration is used to harmonize message processing in a concurrent environment.
Long running, non-time-critical messages can be processed with a low priority in order to free the passing
lane e.g. for time-critical request / reply messages. Priority setting is done for inbound service ports and
can therefore be adjusted on the most granular level.

The priority of message processing can be automatically adjusted, e.g. an asynchronous end-to-end
scenario should be processed with a low priority, if the recipient has a backlog concerning its message
consumption. This behaviour saves cpu capacity for scenarios that are more time critical.

During message processing, the broker engines need a host of information from the repository. Instead of
querying the original database, the engines hold a partial copy provided with a deploy as an XML tree in
memory. This technique is much faster than approaches that depend on database look-ups. Besides it
renders the broker engines independent from database availability. However, Westernacher Mediator
leverages this advantage and comes with a caching layer for in memory XML repository requests. This
layer adds high performance capabilities to the power of XML and XPath processing.

System Environments and Transport

Westernacher Mediator can run in different client environments (e.g. production, test, development, etc.)
on a single machine and on a single web server instance even in different software versions.

Clients need not to be built from scratch. A client copy feature creates new clients from existing ones. Either
a customer client or a reference client coming with the product is copied.

A client configuration may be transmitted to a different client. The receiving client is embedded either in the
same repository or in a different installation. Selected attributes (e.g. connection parameters) may be
excluded (specific to objects) from transport.

Transport groups declare partial views on customizing. Changes of underlying data are transmitted to the
target client(s). This practice e.g. enables the operation of distributed environments with self-governed
repositories, being able to map their partial views to a central repository.

The transport mechanism is implemented according to the service oriented paradigm. Compared to
deploying the configuration to the broker engines, the transport is initiated from the GUI, e.g. end-to-end via
http to the target client(s).
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Operation

From an operational point of view there are many needs to consider:

Deploy

Deploying from the repository to the broker engine is a one click step. All
broker engines are supplied with a new configuration. Threads that are
occupied with message processing during deploy will catch the new
configuration after they served the outbound. The configuration version used
by each thread is reported as part of the runtime statistics.

This mechanism allows deploying changes easily and preserves consistency
without influencing the broker engine’s availability.

Terminating message
flows

Message flows can be limited to maximum time consumption for each
message. After timeout, processing is interrupted.

This mechanism protects the platform e.g. from “endless” message flows
caused by incorrect or incomplete plug-ins.

Suspending Listener
Threads

Threads can be suspended by the user, e.g. in order to avoid backlogs caused
by target systems being offline. Furthermore, thread suspension can be self
induced after a given threshold of errors for an inbound box is exceeded or
caused by customer plug-ins analyzing complex conditions during message
processing.

Instead of shutting down a listener thread, the processing is only discontinued
until operational staff resumes the thread via the GUI.

Suspend and resume events can be forwarded to customer exits (see also
“listener and threads”).

Logging

Logging can be configured on a service version basis. This comprehends the
logging degree and the destination type. Logging destination ‘statistics’
enables detailed logging analyses inside Westernacher Mediator’s repository.

Notification

Sender, recipient and administrative staff can be notified about the success or
the failure of a processed message. Notification is usually done via email or
SMS but can also be written to a file or a message queue.

Switches and bolts
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Almost every repository object relevant to the broker engine can be enabled or
disabled on different levels.

E.g. message exits can be turned on / off globally or related to a specific
integration partner. The administrator may disable a single smtp service port or
prevent distributing any message to its corresponding address.
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Product Options

Westernacher Mediator’s functionality is organized in a modular way, thus allowing for a flexible and
economic pricing.

Base Engine Ready to run — the following restrictions apply:
no database access, i.e. the repository resides in xml file format only

no jms media type, i.e. no use of a MOM possible

Database Option Consider this option for the following reasons:
easier maintenance of the repository, including a web based front-end
need to collect runtime statistics

reporting and monitoring requirements

MOM Option This option is needed if a queuing system is used for message transport

BlackBerry Integration Mobile business with BlackBerry, e.g. BlackBerry / SAP Integration

Further Information
Please contact us:

Westernacher Business
Management Consulting AG
Minchackerweg 1 D-69168 Wiesloch

Tel.: +49 (6222) 922 10
mediator@westernacher.com
www.westernacher.com
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